Zambesi Tech Hub COURSE BROCHURE

learn - build - earn

Cyber Risk, Governance and Audit

ZTH-SEC-002 | Digital Makers | Specialisation | Law, safety and security

10 weeks 40 hours 2 X 2h US$250.00

duration learning time live sessions per week fee per learner

In this course you will perform a basic information security risk assessment.

Delivery Offline-ready: can run without internet
Suitable for Tertiary and university, Working professionals, NGOs and community hubs

What you will be able to do

e Perform a basic information security risk assessment

e apply recognised control frameworks at a small-business level
e write policies

e run an awareness programme

e prepare an audit report

Syllabus

Risk concepts and asset registers
Threats and vulnerabilities

Controls and policies

Frameworks for small organisations
Business continuity and recovery
Third-party and cloud risk

Audit method

Awareness training

. Incident response exercise

10. Risk and audit project
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Hands-on practical work

* Risk assessment of a school or SME

* phishing simulation in a controlled environment
e tabletop incident exercise

e audit report

Resources and equipment

Laptops, risk register templates, sample policies, simulation tools in an isolated lab
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Zambesi Tech Hub COURSE BROCHURE

learn - build - earn

Off-grid and solar option

Document-based work plus offline lab

Assessment

Risk assessment and audit report

Career direction

IT auditor, risk analyst, security awareness officer, governance and compliance specialist

Regulators, banks, schools and NGOs need people who can assess and manage cyber risk

Next steps

From EX7 or MK6; stacks with MH1

Enrol

Skills first, certificate second: you finish with something you can do and a QR-verifiable certificate to prove it.
Enrol online at https://zambesi.ac.zw/course.php?slug=cyber-risk-governance-and-audit or contact
info@zambesi.ac.zw / +263 7X XXX XXXX.
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